DESIGNOPS  ·  RESPONSIBLE AI
AI Governance for Design Teams
The operational companion to the Guardrails doc. Where Guardrails is what each designer holds in their head, this is how a design org actually runs AI safely: how a tool gets approved, who owns what, how you evaluate vendors, and how you keep it all under review. Adapt the roles and steps to your own structure.
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AI tool evaluation scorecard
Score each tool 1 to 5 before it touches real project data. Any security, data, or legal line below 3 is a blocker until resolved.
	Criterion
	What good looks like
	Score /5

	Data retention & deletion
	You control how long data is kept and can delete it on demand.
	 

	Trains on your inputs
	Off by default, or clearly disableable for your account.
	 

	Encryption
	Encrypted in transit and at rest.
	 

	SSO & access controls
	SAML/SSO, role-based access, and admin audit logs.
	 

	Certifications
	SOC 2 Type II, ISO 27001, and ISO 42001 where relevant.
	 

	Privacy compliance
	GDPR/CCPA support, a DPA on offer, data-residency options.
	 

	IP & commercial-use terms
	You own the outputs with clear commercial rights.
	 

	Provider transparency
	Clear on which model/provider runs it and where data is processed.
	 

	Export capability
	You can get your data and work back out of the tool.
	 

	Vendor stability
	Funding, track record, and odds it is still here next year.
	 

	Support & SLAs
	Real response times and uptime commitments.
	 

	Cost & licensing
	Per-seat vs usage math that holds at team scale.
	 

	Workflow integration
	Fits your stack (Figma, docs) without friction.
	 


Verdict:  Approve, approve with conditions, or reject. Record who decided and the date.
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AI tool approval workflow
How a tool becomes approved. Low-risk tools that touch only public data can fast-track to a light DesignOps check.
	Stage
	Owner
	What they check
	Output

	1. Request
	Requester
	Use case, data involved, why current tools do not fit.
	Short request

	2. Triage
	DesignOps
	Fit, duplication, and which risk tier it falls in.
	Route or fast-track

	3. Security review
	Security / IT
	Data handling, retention, encryption, SSO, certifications.
	Security sign-off

	4. Legal review
	Legal
	IP and usage terms, DPA, privacy compliance.
	Legal sign-off

	5. Procurement
	Procurement
	Contract, licensing, and total cost at scale.
	Signed contract

	6. Approve & publish
	DesignOps
	Add to the approved-AI directory with its data-class limits.
	Tool live, in the list

	7. Periodic review
	DesignOps + Security
	Re-check terms, usage, and incidents on a set cadence.
	Keep, adjust, or retire
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Who owns what
A starting ownership map. R does the work, A owns the outcome, C is consulted, I is informed.
	Activity
	Designer
	Researcher
	DesignOps
	Security
	Legal

	Requesting a tool
	R
	C
	A
	I
	I

	Approving a tool
	I
	I
	A
	C
	C

	Handling sensitive data
	R
	R
	C
	A
	C

	Research synthesis sign-off
	C
	A
	I
	–
	–

	User-facing AI output
	R
	C
	A
	C
	C

	IP / rights approval
	C
	–
	C
	–
	A

	Incident response
	R
	I
	C
	A
	C
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AI Design Decision Record
Log this for client work, research that informs decisions, user-facing AI, or anything with IP or regulatory exposure. One record per significant AI-assisted output.
	Field
	Entry

	Tool
	 

	Model / version
	 

	Date
	 

	Prompt or context used
	 

	Output (summary)
	 

	Human reviewer
	 

	Final decision
	 

	Notes
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Incident response
If confidential data, PII, or NDA material lands in an AI tool. Name the owner now, before you need them.
1.  Contain.  Stop using the tool or session; revoke access if the account is shared.
2.  Notify.  Tell the designated security or privacy owner immediately.
3.  Scope.  Identify exactly what was exposed, which tool, and its retention policy.
4.  Remediate.  Request deletion from the tool; rotate anything sensitive that was exposed.
5.  Document.  Log the incident: what, when, who, and the data involved.
6.  Assess notification.  Decide, with legal, whether customers, partners, or regulators must be told.
7.  Prevent.  Fix the workflow and tighten the approved-tool limits so it cannot recur.
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Know what kind of AI you are governing
The governance load differs by category. Match the data class to the category, not just the brand.
	Category
	Example
	Governance note

	Consumer AI
	ChatGPT Free, Midjourney
	Often no DPA and may train on inputs. Public data only.

	Enterprise AI
	ChatGPT Enterprise, Claude for Work
	DPA, no training on your data, admin controls. Handles more.

	API-based
	Provider APIs in your own product
	Governed by the provider's terms. Check data use and residency.

	Embedded in design tools
	Figma AI, Notion AI
	Inherits that tool's data posture. Vet the host, not just the feature.

	Open-source / self-hosted
	Models you run yourself
	Most control, most responsibility. You own the security and upkeep.
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Keep it under review
Governance is a cadence, not a launch. A light rhythm beats a heavy one that lapses.
	Monthly
	Quarterly
	Annually

	• Review any incidents
• Screen new tool requests
	• Re-check approved-tool terms and policy changes
• Review usage and shadow AI
• Refresh the directory
	• Reassess the governance model and ownership
• Refresh training
• Update data classes and red lines
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What to train designers on
The enablement layer. Keep the full training in your Adopting AI guide; this is the checklist of what it should cover.
▪  AI literacy  ·  what these tools can and cannot do, and where they fail
▪  Prompt and context design  ·  giving the model useful constraints and inputs
▪  Critical evaluation  ·  spotting hallucination, bias, and weak reasoning
▪  Data and privacy  ·  what can and cannot be shared, and with which tool
▪  Responsible design  ·  accountability, accessibility, inclusion, and IP
Frameworks worth knowing
▪  NIST AI Risk Management Framework  ·  a structured way to think about AI risk and mitigation
▪  ISO/IEC 42001  ·  the management-system standard for responsible AI
▪  Microsoft Responsible AI  ·  practical responsible-AI principles and practices
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