RESPONSIBLE AI  ·  FOR PRODUCT DESIGN TEAMS
Guardrails for AI in the Design Process
AI can speed up every stage of design, but speed without boundaries just ships risk faster. This is a practical set of guardrails for keeping your work safe, honest, and accountable while you use AI across the process. It pairs with the AI Tools directory and the AI Bias Audit.
	THE ONE RULE
AI drafts, humans decide. Every guardrail below is a version of this. The model can accelerate the work, but a person stays responsible for what the work becomes.


What to hand to AI
A quick sort before you delegate a task. When in doubt, move it one column to the right.
	Delegate freely
	Delegate, then verify
	Keep human

	• First-draft brainstorming
• Summarizing your own notes
• Boilerplate documentation
• Reformatting and cleanup
• Placeholder copy or images for internal use
	• Synthesizing research
• Drafting personas
• User-facing copy
• Competitive scans
• Accessibility suggestions
• Interview transcription
	• Final calls that affect users
• Presenting AI output as real research
• Pasting participant PII or NDA data
• Shipping AI features without review
• Ethical and trade-off judgments


GUARDRAIL 01
Data and confidentiality
Boundary:  Treat every AI tool as a public place. If you would not post it publicly, do not paste it in.
▪  Never put user PII, participant contact details, or NDA material into a tool you have not vetted.
▪  Strip names, emails, and identifiers before you run transcripts or tickets through AI.
▪  Check the tool's data settings: does it train on your inputs, and can you turn that off?
▪  Use team or enterprise accounts with retention controls for anything sensitive.
GUARDRAIL 02
Privacy and consent
Boundary:  People agreed to be researched, not to be fed to a model. Get consent for AI processing.
▪  Tell participants if AI will transcribe or analyze their session, and let them decline.
▪  Confirm your consent form and privacy notice actually cover AI and third-party tools.
▪  Delete recordings and transcripts from AI tools on the same schedule as your other data.
▪  For health, children, or other sensitive categories, raise the bar and loop in privacy or legal.
GUARDRAIL 03
Accuracy and verification
Boundary:  AI is confident, not correct. Nothing it produces is a finding until you have checked it.
▪  Trace every insight, statistic, and quote back to real source data before you use it.
▪  Never let AI invent users, results, or citations that you then present as real.
▪  Watch for tidy summaries that quietly drop the outliers and minority views.
▪  Have a second person sanity-check anything that will drive a decision.
GUARDRAIL 04
Bias and inclusion
Boundary:  AI defaults to a narrow user. Audit its output for who it leaves out.
▪  Run persona sets, copy, and imagery through a bias check before they shape the work.
▪  Look for one-note representation in generated images and examples.
▪  Ask who this output would exclude, and decide whether that gap is acceptable.
▪  Do not audit alone; you share the model's blind spots. (See the AI Bias Audit.)
GUARDRAIL 05
Intellectual property and usage rights
Boundary:  Generated does not mean cleared. Know what you are allowed to ship.
▪  Check commercial-use and licensing terms for any AI output you put in front of users or clients.
▪  Prefer tools trained on licensed data for client-facing visuals to lower copyright risk.
▪  Do not feed a client's or competitor's proprietary material into a public tool.
▪  Keep a record of which assets are AI-generated in case provenance is questioned.
GUARDRAIL 06
Transparency and disclosure
Boundary:  If AI shaped it, say so where it matters.
▪  Tell stakeholders when synthesis, personas, or copy were AI-assisted, and how much.
▪  Label AI-generated visuals and content where your org or platform requires it.
▪  Be honest about confidence: flag what is verified versus what is a machine draft.
▪  Do not pass AI work off as fully hand-crafted when that distinction affects trust.
GUARDRAIL 07
Human accountability
Boundary:  A person owns every output, not the tool. Name them.
▪  Assign a human owner who reviews and signs off on anything AI helped produce.
▪  Keep decisions that affect users, especially edge cases, in human hands.
▪  “The AI said so” is never a reason. You are accountable for what ships.
▪  Build the review step into the workflow, not on as an afterthought.
GUARDRAIL 08
Tool vetting and security
Boundary:  Not every tool has earned your data. Vet before you adopt.
▪  Work from an approved-tools list; avoid shadow AI where work gets pasted into random apps.
▪  Review a tool's security, data handling, and terms before it touches real project data.
▪  Use SSO and team controls; do not share logins or reuse personal accounts for client work.
▪  Re-check tools periodically, since data policies and ownership change.

	RED LINES  ·  NEVER
✕  Participant PII or NDA material in an unvetted or public AI tool.
✕  AI-generated “research” presented as real findings.
✕  User-facing AI decisions shipped without human and bias review.
✕  Generated visuals or copy used without checking usage rights.
✕  Sensitive-category data run through AI without consent and privacy sign-off.


A 30-second self-check before you open an AI tool
▪  Am I about to paste anything I would not post publicly?
▪  Did the people behind this data agree to AI processing?
▪  Who verifies the output, and who owns the result?
▪  Would this output narrow who we design for?
▪  Am I cleared to use whatever it generates?
Frameworks worth knowing
▪  NIST AI Risk Management Framework  ·  a structured way to think about AI risk and mitigation
▪  Microsoft Responsible AI  ·  practical responsible-AI principles and practices
▪  ACM Code of Ethics  ·  the professional baseline for building things that affect people
▪  ISO/IEC 42001  ·  the management-system standard for responsible AI, if your org needs a formal one
▪  Your own data-protection and privacy policy  ·  GDPR, CCPA, or whatever applies to you, is the first thing to check
Guardrails for AI in the Design Process   ·   a companion to the AI Tools directory and AI Bias Audit   ·   
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